MEMORANDUM OF UNDERSTANDING on scientific and educational cooperation ( “Memorandum”)


APPENDIX 1 ENG version ( “SCCs”)	Comment by Bernadetta Otłowska: Podpisanie z podmiotem spoza EOG Standardowych klauzul umownych nie dotyczy podmiotów z państw, co do których Komisja Europejska wydała decyzje w zakresie adekwatności:
 Aktualna lista państw trzecich, co do których KE wydała decyzje w zakresie adekwatności stopnia ochrony danych osobowych):
https://commission.europa.eu/law/law-topic/data-protection/international-dimension-data-protection/adequacy-decisions_en

Komisja Europejska do tej pory uznała Andorę, Argentynę, Kanadę (organizacje handlowe), Wyspy Owcze, Guernsey, Izrael, Isle of Man, Japonia, Jersey, Nową Zelandię, Republikę Korei, Szwajcarię, Wielką Brytanię i LED, Stany Zjednoczone (organizacje handlowe uczestniczące w unijnych amerykańskich systemach ochrony danych), Urugwaj i Europejską Organizację Rodziców, zapewniając odpowiednią ochronę.

	
1. These Controller-to-Controller Standard Contractual Clauses (“SCCs”) form an integral part of the Memorandum between the Parties (SGGW and XXXX) and are incorporated by reference therein.

2. In the event of any conflict between the terms of these  SCCs and the Memorandum, the terms of these SCCs shall prevail. Capitalized terms used but not defined in these SCCs shall have the meaning set out in the Memorandum.

3. To the extent applicable: SGGW’s signing of the Memorandum shall be deemed to constitute its signature and acceptance of the European Commission Implementing Decision (EU) 2021/914 of 4 June 2021 on standard contractual clauses for the transfer of personal data to third countries pursuant to Regulation (EU) 2016/679 (“EU Transfer Clauses” available on the official website of the European Union https://eur-lex.europa.eu/eli/dec_impl/2021/914/oj ) by SGGW, as the data exporter and in the role of controller; (ii) XXXXX’s signing of the Memorandum shall be deemed to constitute its signature and acceptance of the EU Transfer Clauses, in its capacity as the data importer and controller; and (iii) the Parties shall be subject to the Module 1 provisions of the EU Transfer Clauses.

4. In the event that the European Commission revises and  subsequently publishes new EU Transfer Clauses (or as otherwise required or implemented by the European Commission), the parties agree that such new EU Transfer Clauses shall supersede the present EU Transfer Clauses, and that they  shall take all actions necessary to giveeffect the execution of the new EU Transfer Clauses.

5. The EU Transfer Clauses (Module 1) shall be incorporated into the Memorandum by reference and shall be considered duly executed between the Parties upon the Memorandum’s entry into force, subject to the following details: 

a. option 1 of Clause 17 (Governing Law) shall apply, and the laws of Poland shall govern the EU Transfer Clauses; 

b. in accordance with Clause 18 (Choice of Forum and Jurisdiction), the courts of Poland shall have exclusive jurisdiction to resolve any dispute arising out of the EU Transfer Clause; and 

c. the parties agree that the details required under the EU Transfer Clauses Appendix are as set forth in Attachment 1.  
	



ZAŁĄCZNIK 1 wersja PL

1. Niniejsze standardowe klauzule umowne między administratorami danych („SCCs”) stanowią część obowiązującego Memorandum między Stronami i są w nim zawarte przez odniesienie.

2. W przypadku jakichkolwiek rozbieżności między postanowieniami niniejszych SCCs a postanowieniami porozumienia, pierwszeństwo mają postanowienia niniejszych SCCs. Terminy pisane wielką literą, które nie zostały zdefiniowane w niniejszych SCCs, mają znaczenie nadane im w porozumieniu. 

3. W stosownym zakresie: (i) podpisanie Umowy przez użytkownika będzie uznane za podpisanie i akceptację decyzji wykonawczej Komisji Europejskiej (UE) 2021/914 z dnia 4 czerwca 2021 r. w sprawie standardowych klauzul umownych dotyczących przekazywania danych osobowych do państw trzecich zgodnie z rozporządzeniem (UE) 2016/679 („Klauzule transferowe UE” są dostępne na oficjalnej stronie internetowej Unii Europejskiej https://eur-lex.europa.eu/eli/dec_impl/2021/914/oj) przez SGGW, jako podmiot przekazujący dane i pełniący rolę administratora; (ii) podpisanie Umowy przez XXXX będzie uznane za podpisanie i akceptację Klauzul transferowych UE przez XXXX, jako podmiot odbierający dane i pełniący rolę administratora; oraz (iii) strony podlegają postanowieniom Modułu 1 Klauzul transferowych UE.

4. W przypadku, gdy Komisja Europejska dokona przeglądu, a następnie opublikuje nowe klauzule transferowe UE (lub zgodnie z innymi wymogami lub wdrożeniami Komisji Europejskiej), strony uzgadniają, że takie nowe klauzule transferowe UE zastąpią obecne klauzule transferowe UE i że podejmą wszelkie działania niezbędne do wykonania nowych klauzul transferowych UE. Klauzule transferowe UE (moduł 1) zostaną włączone do Umowy poprzez odniesienie i będą uważane za należycie wykonane między stronami z chwilą wejścia w życie Umowy, z zastrzeżeniem następujących szczegółów: 

a. zastosowanie ma opcja 1 klauzuli 17 (prawo właściwe), a klauzule transferowe UE podlegają prawu polskiemu; 

b. zgodnie z klauzulą 18 (Wybór sądu właściwego i jurysdykcji) wszelkie spory wynikające z klauzuli transferowej UE będą rozstrzygane przez sądy powszechne w Polsce; oraz

c. strony uzgadniają, że szczegóły wymagane zgodnie z załącznikiem do klauzul transferowych UE są określone w Załączniku 1].







ANNEX 1.A. THE FOLLOWING PROVISIONS SHALL APPLY, TO THE EXTENT REQUIRED, UNDER THE EU TRANSFER CLAUSES

Data Exporter

Name and Address: The data exporter is SGGW , located at the address provided in the Memorandum
Contact person’s name, position and contact details: Jowita Sobczak, Data Protection Officer SGGW, iod@sggw.edu.pl, Warsaw University of Life Sciences (SGGW) at ul. Nowoursynowska  166, 02-787 Warsaw, Poland
Activities relevant to the data transferred under the Standard Contractual Clause: as provided in the Memorandum
Signature and date: please refer to the signatures  provided in these SCCs
Role (controller/processor): controller

Data Importer

Name and Address: The data importer is XXXXX providing the services pursuant to the Memorandum with the address  as provided in the Memorandum
Contact person’s name, position and contact details: ………………….
Activities relevant to the data transferred under the Standard Contractual Clause: as provided in the Memorandum
Signature and date: please refer to the signatures  provided in these SCCs
Role (controller/processor): controller

ANNEX 1.B. DESCRIPTION OF TRANSFER	Comment by Bernadetta Otłowska: This part should be verified by the Parties for the purposes of implementing a specific Memorandum

1. Data subjects Whose Personal Data is Transferred
The personal data transferred concern the following categories of data subjects:

The data exporter’s employees and other persons acting on behalf of the Data exporter in connection with the implementation of the Memorandum.

2. Categories of Personal Data Transferred

Name, email address, phone number, other contact details and any other data received by Data importer in connection with the implementation of the Memorandum.

3. Sensitive data (if applicable) and Applied Restrictions or Safeguards
The personal data transferred concern the following categories of sensitive data:

Not applicable, unless SGGW configures the service to capture such data.

4. Applied restrictions and safeguards:

Not applicable

5. Nature of the Processing

As set forth in the Memorandum.

6. Purpose(s) of the Transfer(s)

The transfer is made for the following purposes:

Proper performance of the services provided by the Parties in accordance with the Memorandum.
Compliance  with laws and law enforcement requests applicable to the data importer.

7. Retention Period of Personal Data or, if that is not Possible, the Criteria Used to Determine that Period
The Data Importer shall retain personal data only for as long as necessary for the purposes for which it was collected (see purposes above) To determine the appropriate retention period for personal data, the data importer considers the amount, nature and sensitivity of the personal data, the potential risk of harm from unauthorized use or disclosure of the personal data, the purposes for which the personal data is processed and whether such purposes can be achieved through other means, and the applicable legal, regulatory, tax, accounting or other requirements.

8. Transfers to (Sub-)Processors: Subject Matter, Nature, and Duration of Processing
The data importer may share personal data with third-party service providers that perform services and functions at the data importer’s direction and on its behalf. These third-party service providers may, for example, provide an element of the services under the Memorandum, including data storage. When determining the duration of the processing undertaken by the third-party service providers, the data importer applies the criteria provided above in this Annex1.B.

ANNEX 1.C. SUPERVISORY AUTHORITY

In accordance with Clause 13(a) of the EU Transfer Clauses, the supervisory authority responsible or ensuring compliance by the data exporter with Regulation (EU) 2016/679 with respect to the data transfer, as indicated in these SCCs, shall act as competent supervisory authority.
In the Republic of Poland the competent supervisory authority for personal data is the President of the Personal Data Protection Office. 
Personal Data Protection Office, ul. Stanisława Moniuszki 1A , 00-014 Warsaw, Poland


Annex 2. TECHNICAL AND ORGANISATIONAL MEASURES INCLUDING TECHNICAL AND ORGANISATIONAL MEASURES TO ENSURE THE SECURITY OF THE DATA	Comment by Bernadetta Otłowska: The description of the technical and organisational measures implemented by the entity or entities importing the data should be supplemented in detail by the cooperating entity/ DATA IMPORTER 

   EXPLANATORY NOTE:

The technical and organisational measures must be described in specific (and not generic) terms. See also the general comment on the first page of the Appendix, in particular on the need to clearly indicate which measures apply to each transfer/set of transfers.

Description of the technical and organisational measures implemented by the Data Importer(s) (including any relevant certifications) to ensure an appropriate level of security, taking into account the nature, scope, context and purpose of the processing, and the risks for the rights and freedoms of natural persons.


Measures of pseudonymisation and encryption of personal data

Measures for ensuring ongoing confidentiality, integrity, availability and resilience of processing systems and services

Measures for ensuring the ability to restore the availability and access to personal data in a timely manner in the event of a physical or technical incident

Processes for regularly testing, assessing and evaluating the effectiveness of technical and organisational measures in order to ensure the security of the processing

Measures for user identification and authorisation

Measures for the protection of data during transmission

Measures for the protection of data during storage

Measures for ensuring physical security of locations at which personal data are processed

Measures for ensuring events logging

Measures for ensuring system configuration, including default configuration

Measures for internal IT and IT security governance and management

Measures for certification/assurance of processes and products

Measures for ensuring data minimisation

Measures for ensuring data quality

Measures for ensuring limited data retention

Measures for ensuring accountability

Measures for allowing data portability and ensuring erasure]

For transfers to (sub-) processors, also describe the specific technical and organisational measures to be taken by the (sub-) processor to be able to provide assistance to the controller and, for transfers from a processor to a sub-processor, to the data exporter.
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